FLEET MEMORANDUM [IDJE&S

Please print and post at your vessel/ facility for all employees to view

Fleet Memo #67: lllegal Downloading via Ships Internet

Our Internet Service Provider (ISP) informed TDI Brooks that illegal downloading had occurred onboard our
vessels. Over the past few days, we have received Three (3) Notifications from the ISP in a 24 hr period of illegal
downloading; these include the following downloads.

e NBC Universal —Jurassic World Dominion
e Paramount Pictures — Top Gun: Maverick
e WarnerMedia — House of the Dragon

The notifications received from each of the Companies include the Date, Time, IP Address of the device, and
Name of the download. The IT department is looking further into who this was and how we can mitigate this
security breach.

This activity will not be allowed onboard our vessels or violating our Cyber Security SOP. The Internet Service
Provider (ISP) can and will TERMINATE our service if this continues.

Your action items:

1. Conduct Safety Meeting with all onboard to review this Fleet Memorandum.
2. Re-iterate that the Internet Service Provider (ISP) will terminate our service and/or face fines.
3. Record minutes and signatures. Send to DPA once complete.
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Roy Robbins Richard Byno
DPA Director of Marine Operations
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